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LOCK UP SENSITIVE DATA MAIN FEATURES
Protecting data and remaining compliant is Virtual Threat Protection
critical when you store private or confidential [-‘%] Protect information on active. shared

information, particularly for: computers and network storages.
e Personally Identifiable Information (PII)

e Electronic Health Records (EHR)

Credit Card Data

Insurance and Financial Records

Client Records and Customer Databases
e Proprietary Information or Trade Secrets

Cloud Storage Support

Upload, access and share containers in
the cloud from any supported device.

Trusted Algorithms & Modes
Use BestCrypt Container Encryption to protect

selected files or folders throughout the data
lifecycle (at rest, in use, and in transit). Encrypt
files across active computers, shared

workstations, networks or the cloud — on @ Extra Cyberattack Resilience

Choose from 7 encryption
algorithms with XTS or LRW modes.

Windows, Linux and Android. Protect against cyberattacks by
encrypting data in use.

Jetico's BestCrypt automatically encrypts

files so that nobody can access them unless

Central Management
they have the right password or keys. It is also

, _ Remotely manage file and folder
easy to install and use, plus it's totally

transparent. encryption.
BENEFITS & ADVANTAGES
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Peace of mind Built-in regulatory = Ransomware Wipe files No

for privacy compliance protection with BCWipe backdoors



https://www.jetico.com/data-encryption/encrypt-files-bestcrypt-container-encryption
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TECHNICAL SPECIFICATIONS

Core Features
e Securely store files in encrypted, password-
protected containers
e Create and manage multiple containers
* Easily access encrypted files via virtual
drives

Authentication
e Support for traditional password protection
e Support for smartcards and hardware
tokens
e Support for Public Key Encryption
e Support for key files

Improved Usability

* Easily encrypt folders by right-clicking

* |nstantly create and access containers

e Support for Dynamic Containers

e Adjust size of container files (from
megabytes to entire drive)

* Access and work with existing containers
across Windows, Linux and Android
operating systems

Added Security

e Support for Hidden Containers (deniable
encryption)

* Encrypt headers of container files

e Support for swap file encryption

e Securely erase selected files with BCWipe

* Protect data in use from cyberattacks with
BestCrypt Data Shelter New

DEPLOYMENT OPTIONS

Standalone Endpoints

=== Install, activate and manage BestCrypt
on standalone endpoints.
Best for smaller teams.

Central Management

Deploy and manage BestCrypt from a
central console. Remotely set policies
and manage user access control.
Remotely recover encrypted data in
case of emergency.

Best for larger and medium teams.

NEED TO
WIPE DATA?

Use BCWipe to securely erase entire hard
drives and selected files beyond forensic
recovery

www.jetico.com/data-wiping

NEED TO ENCRYPT
ENTIRE DRIVES?

Use BestCrypt Volume Encryption to
protect hard drives and removable disks
from physical threats — stolen and lost PCs
www.jetico.com/bc-volume-encryption
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