NatCen Ensures Client

Data Protection with BCWipe

THE CHALLENGE

The National Centre for Social Research (NatCen) is Britain's largest
independent not-for-profit social research organisation. Ensuring data
protection for their clients became paramount 10 years ago due to
increasing demands for stringent standards. Before laptops could be
re-imaged and supplied to other users or assigned to a new client’s
project, these standards had to be met.

To ensure each device was secure and ready to be used again within
the organization, the National Centre for Social Research needed a
solution that could:
e Securely wipe hard drives to meet the 7-pass U.S. DoD 5220.22-M
(ECE) and FIPS 140-2 standards
* Generate tamper-proof wiping reports for clients
* Provide a user-friendly solution that doesn't require extensive
training

THE SEARCH

Driven by client demands and regulatory requirements, NatCen turned
to online research to find a suitable solution. They discovered BCWipe
Total WipeOut, which is renowned for its reliability and trusted by
organizations such as the U.S. Department of Defense.

THE SOLUTION
Impressed by BCWipe Total WipeOut's credentials, NatCen implemented
Jetico's solution to meet compliance requirements and assure clients
that their data would be securely erased.

“Getting started with BCWipe Total WipeOut was seamless. The
instructions provided were precise and easy to follow,” explains the IT
Asset Coordinator of NatCen, Cheryl Bettis.

Trust is crucial for companies working with
us. Ensuring that no sensitive data

remains after a project is completed is
simply a must.

“We created a bootable disk, plugged it in, and the wiping process
started effortlessly.”

With an enterprise license of BCWipe Total WipeOut, NatCen were able
to wipe an unlimited number of laptops, ensuring they met the highest
security standards before re-imaging and reallocating them.

Beyond the security and ease of use, NatCen valued the responsive
customer service provided by Jetico. “We couldn't be happier with the
results and the support we've received. The 10-year ongoing relationship
is clear proof of our satisfaction,” concludes Cheryl Bettis.
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PROFILE: National Centre for Social
Research (NatCen) is Britain’s largest
independent not-for-profit social
research organisation. For the last 40
years, we've worked on behalf of
government and charities to find out
what people really think about
important social issues and how
Britain is run.

INDUSTRY: Non-profit
EMPLOYEES: 400+

WEBSITE: www.natcen.ac.uk

NEED FOR WIPING: Assure client
data is securely erased, backed by
wiping reports; comply with DoD and
FIPS standards.

¢ Thanks to BCWipe Total WipeOut, we
confidently meet client demands with a
robust, compliant and user-friendly data
erasure solution.

WHY BCWIPE TOTAL WIPEOUT

e Wide choice of wiping schemes -
Meets industry standards

e Tamper-proof wiping reports to
ensure trust

e User-friendly solution - No need
for extensive training

» Reliable provider - Trusted by the
U.S. DoD for 15+ years

e Excellent customer service -
Enhance overall experience
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ERASE HARD DRIVES
BCWipe Total WipeOut - Enterprise Edition

Engineered for a wide range of users — from large organizations
handling national security to small offices with personal data —
BCWipe Total WipeOut keeps sensitive information from falling into
the wrong hands.

e Compliant disposal when upgrading hardware

* Wiping before sending off for physical destruction

e (learing to decommission or repurpose drives between classified
programs

e Erasing failed hard drives under warranty before returning to
manufacturer

e Donating computers to community

Customers have the option of buying licenses for a defined number of
wipes or working with an unlimited annual licensing option. In addition
to a bootable disk, BCWipe Total WipeOut can wipe drives and store
reports remotely over the network by using nothing more than a web
browser.

KNOW YOUR THREATS: END-OF-LIFE vs. ONGOING

By erasing entire hard drives, BCWipe Total WipeOut handles end-of-
life wiping. But while computers are in use, you are at risk to ongoing
threats — both physical and virtual. Protect your active data...

e Securely erases selected files and folders
— including data remanence, data spills

@ e U.S. DoD-trusted with military-grade wiping schemes
\/ « Available for Windows, Mac OS X and UNIX
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BestCrypt

e Encrypts your sensitive files or all data on whole disks
— protection from hackers, cloud, lost hardware

e Peace of mind for compliance (GDPR, HIPAA, PCI DSS)

e Available for Winows, Mac OS X, Linux and Android

Contact Jetico Enterprise Sales
Europe Tel. +358 50 339 6388

U.S. Tel. +1 202 742 2901

sales@jetico.com

Visit us anytime at www.jetico.com
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Complete Endpoint Data Protection

2 Jetico

Jetico provides complete endpoint
data protection software for national
security, compliance and personal
privacy. Powerful yet easy to use,
BCWipe and BestCrypt are
engineered for a wide range of users
from experts at large organizations
to people at home.

Trusted for over 10 years by the
U.S. Department of Defense and
all top-10 defense contractors
Focused expertise with highly
responsive agility, both technically
and commercially

Over 1 million users in over 100
countries

Over 20 years of experience

We are the best solution to protect
data at rest. Beyond unbreakable
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